
These general tips provide a start to navigating 
return-to-work privacy and data security issues.  

1.  Align testing and screening data practices 
with operational needs.  Companies’ business 
necessities, along with applicable local, state, 
and national regulations, will drive decisions 
about screening and testing procedures.  Steps 
that will help reduce privacy and security risks, 
as well as employment-related liabilities, from 
collecting coronavirus screening and testing 
information include:

•   Considering the least invasive method for 
gathering only that information necessary 
to business decision-making (for example, 
considering employee health screening 
questionnaires to keep sick employees 
away from work, rather than implementing 
universal testing);

•   Providing and training personnel to maintain 
physical privacy measures during screening 
and testing and to respond appropriately to 
employee resistance to, or fears of, testing;

•   Documenting the health and safety 
justifications for collecting each type of 
personal data to enable reopening;

•   Limiting data collection, use, and retention 
to what is necessary to achieving these 
documented purposes; 

•   Considering whether and when testing or 
other screening of third parties (e.g., vendors, 
contractors, suppliers and visitors) may be 
appropriate and necessary;

•   Limiting access to employee and visitor 
screening and testing information to those 
personnel who have a need to know it as part 
of their job role and responsibility; 

•   Protecting the security, integrity, and 
confidentiality of data collected from 
employees and visitors, e.g., anonymizing 
where possible, encryption, restricted access 
and transmission; and

•   Deleting the personal data when it is no 
longer necessary to achieve the documented 
health and safety justifications for collecting it.

2.  Address privacy and employment issues 
holistically.  Because testing and screening data 
is both sensitive health information and likely 
to relate to employees, it is essential for privacy, 
employment, and disability law experts to work 
together to design and oversee screening and 

Coronavirus testing and screening for COVID-19 symptoms are likely to play key roles 
in companies’ return-to-work processes and their monitoring of workplace conditions 
going forward.  Privacy and data security protections are integral to collecting this 
sensitive information. Data protection and labor regulators around the world have made 
it clear that the coronavirus pandemic has not changed the law, and we expect plaintiffs’ 
attorneys to scrutinize businesses’ testing and screening practices.  



testing practices.  This coordination should cover 
all phases of screening and testing information 
use, including:

•   Data collection; 

•   Activation of employee isolation procedures;

•   Self-reporting by employees of their own or 
family members’ symptoms; and 

•   Notification of employees who may have been 
exposed to coronavirus in the workplace.

•   Such coordination should also help identify 
the full range of privacy and employment 
laws that apply to a business – as well as 
their limitations.  For example, the federal 
health privacy law, HIPAA, applies to 
healthcare providers, health plans, and health 
information clearinghouses and their business 
associates but does not apply to businesses 
acting in their roles as employers. In addition, 
companies are subject to a vast array of 
new and unfamiliar employment legislation 
relating to testing, discrimination, and leave.

3.  Study the international landscape.  
Screening and testing requirements vary by 
country, and guidance on these issues typically 
comes from different authorities, including 
ministries of health, ministries of labor, data 
protection authorities, and others.  Thorough 
research is necessary to determine which 
screening and testing requirements are common 
across countries – and where they may conflict.

4.  Check U.S. regulatory guidance frequently.  
Screening and testing guidance comes from dif-
ferent directions in the U.S., including governors, 
state attorneys general, local governments, and 
federal agencies such as the EEOC and OSHA.  
(See resources listed below.)  Data protection 
experts should coordinate with employment and 
other relevant experts (see tip #2) to determine 
whether your screening and testing data collec-
tion practices need to be adjusted.

5.  Review data maps and privacy and data 
security programs.  Processing screening 
and testing data will likely be necessary for 
an extended period of time.  Incorporating 
coronavirus-related data flows into data maps 
and data governance documents will make 
it easier to protect this information, respond 
to changes in reopening guidelines, and 
accommodate relevant changes in privacy law.  
It is particularly important to:

•   Add coronavirus-related information flows to 
privacy and security risk assessments; 

•   Make sure that responsibility for protecting 
screening and testing information is assigned 
to a specific individual who is trained on the 
applicable legal considerations; 

•   Ensure that any vendors used to process 
or store this information have adequate 
safeguards in place;

•   Have a breach remediation plan that covers 
coronavirus-related information; and 

•   Update data retention policies to clarify when 
to delete screening and testing information.

6.  Update privacy notices, employment 
policies, and other disclosures.  Personal 
information collected in connection with 
coronavirus screening and testing needs to be 
described in relevant privacy notices. 

•   Companies that maintain employee privacy 
notices under the California Consumer Privacy 
Act should ensure that those notices are 
updated to reflect their screening and testing 
practices.  

•   Make information available to visitors about 
the storage and use of screening or testing 
information collected from them.

•   Consider what employment and HR policies 
should be developed and promulgated 



to cover and communicate on testing 
procedures, employee privacy concerns, and 
the use of sick leave in the event of positive 
test results, nondiscrimination, etc.

7.  Plan and oversee technological solutions 
carefully.  Additional coronavirus monitoring 
steps, such as contact tracing applications, 
require the same level of care and planning 
that apply to any processing of sensitive and 
potentially consequential personal information.  
Several key steps to consider – beyond those 
outlined above – when planning and using any 
such applications include:

•   Focusing on data protection fundamentals.  
Restrict use of coronavirus-related 
information to the purpose of controlling 
workplace infection risk; limit data collection 
to what is necessary to achieve these 
purposes; keep the information secure, and 
delete it when it is no longer necessary.

•   Be careful with biometrics.  Laws in 
Illinois, Texas, and Washington regulate the 
collection, use, and disclosure of biometric 
information, and many state data breach 
notification laws include biometrics within 
their scope. And a number of states, including 
Connecticut and New York, have labor and 
employee monitoring laws that limit or 
prohibit biometric information collection in an 
employment context. These laws have varying 
definitions of what constitutes biometric 
information, so carefully assess whether the 
data in scope will trigger any of these laws.

•   Conduct privacy and security risk 
assessments for any proposed solution at an 
early stage of development, and assess how 
such assessments will proceed for the lifecycle 
of the solution.

•   Design and test safeguards that are in place 
to confirm that the designated safeguards 
for the collected personal  information are 
effective, and perform such testing both 
before and after the solution is deployed.

•   Monitor for vulnerabilities for any issues 
that could affect the privacy or security of the 
solution, and apply patches quickly.

8.  Communicate Carefully and Intentionally.  
Companies should communicate with 
employees and third-party business partners 
about testing/screening plans and privacy 
protections, with an eye toward reassuring a 
fearful workforce and public that the purpose 
of all testing and screening is for their own 
protection and that information gathered will 
not be misused.

ADDITIONAL RESOURCES
In addition to complying with applicable state 
and local regulations, businesses should consult 
key sources of federal guidance to inform their 
COVID-19 screening and testing data collection 
programs, including the following:

•   EEOC’s Coronavirus and COVID-19 page, 
which links to guidance on complying with 
disability protection and non-discrimination 
obligations.

•   OSHA’s COVID-19 site, which contains a 
broad array of enforcement guidance, general 
and industry-specific reopening guidelines, 
and other resources.

•   The CDC’s reopening guidance for 
businesses and workplaces. 

Ultimately, COVID-19 screening and 
testing data collection programs must 
fit businesses’ specific operations, 
risks, and other mitigation measures.  
With COVID-19-related litigation 
ramping up and privacy enforcement 
and privacy litigation already robust, 
the stakes of addressing safety and 
privacy issues are high.  

https://www.eeoc.gov/coronavirus
https://www.osha.gov/SLTC/covid-19/
https://www.cdc.gov/coronavirus/2019-ncov/community/organizations/businesses-employers.html
https://www.cdc.gov/coronavirus/2019-ncov/community/organizations/businesses-employers.html

